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Abstract—As cyber threats grow in sophistication, traditional
rule-based defences increasingly fail to detect novel attacks,
prompting a shift toward deep learning for anomaly-based
intrusion detection systems. While transformer architectures have
achieved state-of-the-art performance in detecting anomalous
signatures in complex, high-dimensional network telemetry, the
inherent opacity of neural networks hampers operational adop-
tion, trust, auditability, and compliance. This paper addresses
these challenges by presenting a rigorous evaluation of the
Anomaly Transformer architecture as intrusion detection systems
on modern benchmarks. Crucially, we introduce a purpose-
built explainability framework for intrusion detection that unifies
model-intrinsic and post-hoc explanations within a time-aware
setting. By systematically contrasting the model’s attention-
based association mechanism with time-aware KernelSHAP ex-
planations, we observe strong complementarity: while intrinsic
mechanisms accurately localize anomalous events in time, post-
hoc methods identify distinct feature attributions. Our findings
highlight that relying on a single explanation modality is in-
sufficient and motivate multifaceted explainability paradigms
essential for delivering comprehensive, trustworthy, and action-
able explanations in operational cybersecurity contexts. They are
intended to support security analysts who require both temporal
localization of anomalies and feature-level attribution for post-
incident auditing and operational trust.

Index Terms—Deep learning, Explainable AI, Network security,
Intrusion detection, Anomaly detection, Time series analysis

I. INTRODUCTION

The domain of cybersecurity has witnessed a fundamental
paradigm shift necessitating the rapid evolution of Intrusion
Detection Systems (IDS). As the global digital ecosystem
expands to encompass the Internet of Things, cloud-native
architectures, and high-speed 5G networks, the attack surface
available to malicious actors has grown exponentially. His-
torically, network security has relied on signature-based IDS,
which function on a deterministic model by comparing traffic
against a database of known attack patterns. While effective
against established threats, these rule-based approaches are
inherently reactive and struggle to adapt to the dynamic nature
of modern network traffic, making them ineffective against
novel or evolving zero-day threats.

To address these systemic limitations, the research community
has pivoted towards anomaly-based detection using Artificial
Intelligence (AI) (cf. [1]). Unlike their signature-based coun-
terparts, anomaly detection systems operate by establishing

a baseline of “normal” behaviour and flagging deviations as
potential intrusions. Recent advances in Deep Learning (DL)
have significantly improved the accuracy of these systems
(see [2, 3] for recent reviews). In its simplest form, DL-
based anomaly detection employs auto-encoders [4, 5] trained
exclusively on benign traffic to learn compressed latent repre-
sentations of normal behaviour. During inference, anomalies
are flagged when the reconstruction error exceeds a predefined
threshold, as the model fails to accurately reconstruct patterns
it has not learned. More broadly, DL models capture complex,
non-linear representations of high-dimensional network traffic
data, automating feature extraction. In particular, Transformer-
based architectures have demonstrated state-of-the-art (SOTA)
performance (see [6]), leveraging self-attention mechanisms
to model long-range dependencies in longer packet sequences
that traditional methods often miss.

However, the operational adoption of Al-driven IDS intro-
duces a critical challenge: the “black box” problem. Deep
neural networks are inherently opaque; a high-accuracy alert
is of limited value if security analysts cannot quickly extract
human-understandable reasoning to validate the threat and
initiate remediation. Explainability is therefore not merely a
feature but a requirement for fostering trust, auditability, and
regulatory compliance in cybersecurity environments.

This paper addresses the interpretability gap by coupling the
Anomaly Transformer (AT) architecture [7] with a novel dual-
track explainability framework and conducting a rigorous,
systematic evaluation of the approach for intrusion detection
systems.

We contribute to the field in two primary ways: (1) High-
realism benchmarking: we evaluate on BCCC-CIC-IDS-
2017 [8], a corrected benchmark superseding legacy datasets
such as KDD99 [9] and CIC-IDS-2017 [10], providing a
realistic representation of modern attack vectors. (2) Domain-
specific explainability analysis: we systematically contrast
the AT’s intrinsic association discrepancy with KernelSHAP
attributions—a combination not previously explored in the IDS
context.

Our findings reveal that these two explanation modalities are
complementary rather than redundant. While intrinsic mecha-
nisms excel at the temporal localization of anomalies, post-hoc
methods provide distinct feature attributions, suggesting that
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a multifaceted approach is essential for auditor-ready Al

We acknowledge that network intrusion detection operates in
an inherently adversarial environment. Consistent with best
practices outlined by [11], our evaluation uses a realistic,
corrected benchmark (BCCC-CIC-IDS-2017) to mitigate con-
cept drift and data leakage concerns common in legacy IDS
datasets. A full adversarial robustness certification is beyond
the scope of this applied study and is deferred to future work.
The remainder of this article is structured as follows: Sec-
tion II reviews related work in Al-based intrusion detection
systems and explainability methods. Section III presents our
methodology, detailing the AT architecture and our dual-track
explainability framework combining intrinsic and post-hoc
explanations. Section IV describes the experimental setup, in-
cluding datasets and model configurations. Section V presents
detection performance results and a systematic explainability
analysis comparing intrinsic attention mechanisms with time-
aware KernelSHAP attributions. Finally, Section VI concludes
with a discussion of implications for operational deployment
and directions for future work.

II. RELATED WORK

Al-based IDS have fragmented into distinct architectural
paradigms, each addressing the high dimensionality and non-
linearity of network traffic differently.

A. Deep learning approaches for IDS

Recurrent Neural Networks (RNNs) [12] and Long Short-
Term Memory (LSTM) [13] networks are widely employed
to capture the sequential nature of TCP/IP sessions, where
the legitimacy of packets is context-dependent. For instance,
OmniAnomaly [14] utilizes stochastic RNNs to model robust
anomaly detection in server telemetry. Recent innovations
include bi-directional LSTMs (BiLSTMs) [15, 16] that process
flows in both directions to better infer context. Although
RNN-based methods such as OmniAnomaly represent strong
baselines, their sequential processing introduces substantial
training and inference latency that makes direct comparison
with Transformer-based models architecture-dependent.
Convolutional Neural Networks (CNNs) [17, 18] approach
IDS by treating network flows as images or spatial matrices,
using kernels to extract local corrections between adjacent
bytes or flags, e.g. [19] or [20]. While efficient, standard CNNs
lack long-term memory, often failing to detect “slow” attacks
that unfold over extended duration. To increase detection
sensitivity to anomalies at various time scales, some models,
such as TimesNet [21], involve a multi-scale, multi-periodicity
approach using different kernel sizes.

Transformers [22] have recently emerged as the leading
architecture for multivariate time-series anomaly detection,
surpassing CNN-LSTM hybrids by leveraging self-attention to
model long-range dependencies simultaneously. Architectures
such as RTDIS [23] and IDS-MTran [24] utilize stacked
encoders to handle high-dimensional traffic. The evaluation
of anomaly detection methods poses particular challenges due
to class imbalance and threshold sensitivity. [25] propose
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TranAD, a deep transformer network for multivariate time-
series anomaly detection that incorporates adversarial train-
ing and provides a systematic evaluation protocol including
threshold-independent metrics, but has so far not been ap-
plied in a realistic IDS scenario. More broadly, threshold-
independent metrics such as AUROC and AUPRC are increas-
ingly recommended over threshold-dependent metrics [7], a
practice we adopt in Section V.

B. Explainability in Network Security

Trust in Al-driven IDS relies on bridging the gap between
detection accuracy and interpretability. Approaches in this
domain are generally grouped into post-hoc or intrinsic mech-
anisms [26].

Post-hoc methods approximate black-box models with inter-
pretable surrogates and attribute predictions or parts thereof to
specific features; LIME [27] and SHAP [28] are among the
most popular techniques in this category. The first provides lin-
earized local approximations, while the latter utilizes cooper-
ative game theory to attribute feature importance consistently.
These methods are model-agnostic but can be computationally
expensive and sensitive to background distribution choices in
time-series contexts.

Intrinsic methods exploit model architecture for transparency.
Graph Neural Networks (GNNG5s), for instance, provide a natu-
ral and direct representation of a network system’s node-based
topology, where hosts are modelled as nodes and communica-
tion flows as edges. Accordingly, [29] introduced GNN-IDS
to provide such node-level explanations. For Transformers,
attention weights offer an intrinsic mechanism for visualizing
model focus. [30] demonstrated this with Roulette, a model
that highlights relevant traffic features via attention maps.
While recent work has explored latent-space interpretability
[31] and counterfactuals [32], this paper focuses on unifying
intrinsic attention-based signals with post-hoc SHAP analysis
to provide a comprehensive audit trail for security analysts.

III. METHODOLOGY

This section describes our methodological framework consist-
ing of two components: the AT architecture for detection, and
a dual-track explainability framework combining intrinsic and
post-hoc explanations.

A. Anomaly Transformer Architecture

The AT [7] architecture was selected based on three criteria.
First, its association discrepancy mechanism provides a native,
intrinsic explanation signal directly linked to the anomaly
score, a property absent in most deep IDS architectures.
Second, it achieves state-of-the-art results on established time-
series benchmarks while remaining applicable to multivariate
flow-level telemetry without architectural modification. Third,
its unsupervised formulation is well-suited to the IDS setting,
where ground-truth attack labels are scarce or delayed in
operational environments.

In a standard Transformer, self-attention computes pairwise
associations between all time steps, allowing each position
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to attend freely to any other position in the sequence. This
flexibility is powerful for capturing long-range dependencies
but provides no inherent mechanism for distinguishing normal
from anomalous patterns. The AT modifies this mechanism
by introducing a second, parallel association branch. The key
insight is that anomalies, being rare and contextually isolated,
tend to exhibit concentrated, local associations with nearby
points; they lack the recurring context that would connect them
to distant points. Normal points, on the other hand, participate
in broader patterns (e.g., periodic behaviours, trends) and thus
maintain associations across the entire series.

To operationalize this insight, the model architecture employs

an anomaly-attention mechanism with two branches:

e a prior-association P computed using a learnable Gaussian
kernel, encoding the assumption that temporally adjacent
points should be more strongly associated.

o a series-association S computed via standard self-attention
weights, capturing dynamic patterns (e.g., periods, trends)
across the series.

The association discrepancy AD between these distributions

is quantified using symmetrized KL divergence, forming the

basis of the anomaly score AS, defined as:

AS(X) = softmax(—AD(P, 8; X))® {||X,»_, - XZ-,:HQ] S

where X € RT*? denotes the input series and X its recon-
struction in dimensionality d and window size 7T'. Anomalies
are expected to have smaller discrepancies as they are rare
and build temporally local associations, while normal points
have larger discrepancy as they can build global associations
across the whole time series sequence. The softmax term
gives higher weight to points with smaller discrepancies which
are the potential anomalies and this is multiplied with the
reconstruction error that is larger for anomalies.

The optimization employs a minimax optimization framework:
In the minimize phase, the prior-association is adjusted to
approximate the series-association, ensuring adaptability to
diverse temporal patterns. In the maximize phase, the series-
association is optimized to enlarge the discrepancy under
reconstruction loss constraint, forcing anomalies to exhibit
even more concentrated local associations. This interplay
amplifies the distinction between normal and abnormal points.
Points with anomaly scores above a threshold are labelled as
anomalies.

A notable practical advantage of the AT is its training effi-
ciency. The incorporation of the Gaussian prior as an inductive
bias effectively reduces the number of transformer layers and
constrains the learning problem, guiding the model toward
meaningful associations without requiring exhaustive explo-
ration of the parameter space.

B. Explainability Framework

We propose a dual-track explainability framework that unifies
model-intrinsic signals with post-hoc explanations, providing
complementary evidence for root-cause triage.
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1) Intrinsic Explanations: While [7] demonstrated that the
association discrepancy and reconstruction terms can be visu-
alized separately for model analysis, they did not develop a
systematic explainability framework. We extend their work by
building three native explanation modalities.

Prior Association Heatmaps: For each window containing
an anomaly, we visualize the prior-association kernels as time

X time matrices
| X, — X .|2
Jst 2, rP c RTXT
201-2 ’

@)
where o2 is the variance of the Gaussian at the i-th time
point. Anomalous points tend to show narrower, near-diagonal
associations compared to the broader associations of normal
points. The corresponding o-curves (Gaussian kernel width)
reveal characteristic dips at anomalous time steps.

Series Association (Attention) Maps: Self-attention weights
(for each layer and attention head) are computed as:

2mo;

1
P;i; = Rescale [2 exp

NG 3)
where Q, K € RT*? are query and key matrices. Row-wise
interpretation reveals which time steps influence a given query,
while column-wise analysis identifies globally salient keys.
Feature Attribution via Attention Weighting: Per-feature
contributions are derived by convolving attention weights with
the input tensor:

im,Km‘
S;; = softmax <b> . SeRTXT

Tef = WX (€]

where Wy; are weight matrices and X the input series. This
yields importance scores 7;; for each feature f at time step ¢.
2) Post-hoc Explanations with time-aware KernelSHAP: To
complement intrinsic signals, we employ KernelSHAP [28],
which attributes predictions to input features by estimat-
ing each feature’s marginal contribution under coalitions of
present/absent features.

For time-series data, the model output is an anomaly score
over a window X € RTXP, We define the black-box function
f(X) as the detector’s scalar score (Eq. 1). SHAP returns local
attributions ¢, 4 for each time step ¢ and feature d, satisfying:

FX) = o+ bra ®)
td

To preserve temporal structure, we employ structured coali-
tions: (i) contiguous temporal masks, (ii) feature-wise masks
across the window, or (iii) feature-by-time tiles. “Feature
dropping” is implemented by replacing with samples from a
background distribution reflecting normal behaviour, randomly
drawn benign windows from the training burn-in period.
Aggregating ¢q = >, |¢p+.q| yields per-feature importance;
conversely, aggregating along the feature axis highlights in-
fluential time steps. We utilize the OmniXAI library’s’ time-
series explainer for implementation.

Uhttps://github.com/salesforce/OmniX Al
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Fig. 1: Raw BCCC-CIC-IDS-2017 time-series excerpt (nor-
malized) for a representative 20-step window containing
a confirmed Port Scan attack (ground-truth anomaly re-
gion shaded in red, steps 13-15). Note the spike in
fwd_packets_IAT_total (yellow) and the simultaneous
drop in avg_fwd_packets_per_bulk (blue) that co-
occur with the labelled attack; patterns that are subsequently
recovered by both the attention and SHAP feature attributions
(see Fig. 4a and 4b).
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IV. EXPERIMENTAL SETUP
A. Datasets

ServerMachineDataset (SMD) [14] was used for preliminary
validation. This five-week multivariate time series dataset
monitors 28 server entities through 38 metrics (CPU load,
memory usage, network traffic, disk operations) at one-minute
intervals, with 708,405 training samples and 708,420 test
samples (4.16% anomaly ratio). Feature correlation analy-
sis reveals clusters corresponding to CPU load metrics and
network interface activity, while other features remain rela-
tively independent. Unlike the IDS dataset described below,
anomalies in SMD vary substantially in duration and often
manifest as subtle deviations requiring domain expertise to
identify through manual inspection. However, it should be
noted that SMD represents server-side telemetry rather than
network traffic data, making it less representative of real-world
intrusion detection scenarios of an IDS dataset, which captures
actual network flows with diverse, labelled attack vectors.

BCCC-CIC-IDS-2017 [8] serves as our primary benchmark.
This high-fidelity, multivariate time series dataset is a refined
version of CIC-IDS-2017 [10], re-processed using NTLFlow-
Lyzer [8], a novel network traffic analyzer, to address in-
consistencies in TCP flow termination and timing. Key im-
provements include an expanded feature set (114 features vs.
80) and corrected flow construction for reliable ground-truth
labelling. Each sample represents a network flow character-
ized by features spanning multiple categories: flow identifiers
(source/destination ports, protocol), payload statistics (byte
counts, min/max/mean/variance for forward and backward
directions), header information (total, mean, and per-direction
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header bytes), bulk transfer statistics, TCP flag counts, and
other flow properties; an example window is shown in Fig. 1.
The dataset includes diverse attack scenarios: DoS/DDoS
(Hulk, GoldenEye, Slowloris), web attacks (SQL Injection,
XSS, Brute Force), exploitation (Heartbleed, infiltration), and
access attacks (SSH/SFTP brute-force, Botnet).

We split the dataset as follows: the training set comprises
the first 80% (1,950,441 samples) with a “burn-in phase”
without anomalous events in the first quarter; the test set con-
tains the remaining 20% (487,611 samples) with an anomaly
ratio of 26.74%. Features were normalized using standard
scaling, and multi-class labels were collapsed into binary
(benign/anomaly).

B. Models and Training

The AT [7] serves as our primary model of interest. We
conducted an extensive hyper-parameter sweep across kernel
size (for the Gaussian prior association), anomaly ratio (which
calibrates the threshold for flagging anomalies), sliding win-
dow size, window stride, learning rate, and batch size. For
the BCCC-CIC-IDS-2017 dataset, the input channel dimension
was set to 114 to accommodate the full feature set. Our
experiments revealed several notable behaviours: the model
trains efficiently, achieving precision > 0.85 after just a
single epoch, and benefits from larger window sizes with
approximately 20% overlap (smaller window stride). Smaller
Gaussian prior kernel sizes improved recall, while the anomaly
threshold of approximately 0.47 provided optimal scoring. The
final configuration uses kernel size 3, anomaly ratio 2, window
size 20, stride 10-20, learning rate 1.5 x 1075, batch size
256, and early stopping patience of 3 epochs; training was
conducted over 10 epochs. Features were normalized using
standard scaling, and multi-class attack labels were collapsed
into binary classes (benign/anomaly).

Isolation Forest [33] serves as our traditional machine learn-
ing baseline. Unlike deep learning approaches that model
normal behaviour, Isolation Forest detects anomalies by recur-
sively partitioning data using random splits. The assumption
is that anomalies require fewer partitions to isolate and thus
exhibit shorter path lengths in the resulting tree structure. An
ensemble of such isolation trees yields an anomaly score based
on normalized path lengths. This algorithm remains relevant
due to its linear time complexity and low memory footprint.
We optimized across the number of estimators, maximum
samples per estimator, maximum features, and contamination
ratio. The final configuration uses 50 estimators, maximum
samples of 64, maximum features of 1, and contamination of
0.075.

TimesNet [21] represents a CNN-based alternative that ad-
dresses time-series anomaly detection through a fundamentally
different approach. Rather than using attention mechanisms,
TimesNet leverages multi-periodicity by transforming 1D time
series into 2D representations. It first identifies dominant
periods using Fast Fourier Transform, then reshapes the data
into 2D tensors where columns capture intra-period varia-
tions and rows capture inter-period variations. These tensors
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TABLE I: Detection performance on the benchmark datasets

(a) SMD
Model Accuracy Precision Recall F1
AT 0.989 0.894 0.955 0.923
TimesNet 0.844 0.818 0913  0.863
Isolation Forest 0.532 0.423 0.733  0.536

are processed using parameter-efficient inception blocks with
multi-scale 2D convolution kernels. Due to computational con-
straints, hyperparameter optimization was limited compared
to the AT. The final configuration uses anomaly ratio 2,
window size 100, and learning rate 10~%. Notably, TimesNet
exhibits substantially higher training latency and inference
times compared to the AT, which may limit its applicability
in real-time detection scenarios.

V. RESULTS AND ANALYSIS

A. Detection Performance

The model performance benchmarks are detailed in Table I
and highlight clear and consistent differences in the precision-
recall trade-off across models and datasets. For both bench-
marks, the AT yields the strongest overall balance, achieving
the top Fl-scores (0.923 on SMD and 0.973 on BCCC-CIC-
IDS-2017), which indicates that it maintains high sensitivity to
anomalous events without substantially inflating false alarms.
The contrast to the baselines is informative: TimesNet attains
comparatively high precision on both datasets (0.818 on SMD
and 0.955 on BCCC-CIC-IDS-2017) but systematically lower
recall than the AT, suggesting that its detections are conser-
vative; it triggers fewer alerts but misses a larger share of
true anomalies, particularly on the higher-dimensional IDS
benchmark (114 features). Isolation Forest exhibits the oppo-
site behaviour: it reaches very high recall on BCCC-CIC-IDS-
2017 (0.992), but with much lower precision (0.552), implying
a large number of false positives that would likely overwhelm
analysts in an operational setting.

Importantly, these patterns should be interpreted in light
of dataset characteristics: SMD has a low anomaly ratio
(~4.16%), whereas BCCC-CIC-IDS-2017 contains a much
larger fraction of anomalies in the test split (=26.74%), so
accuracy alone is less diagnostic under imbalance. Given the
class imbalance in both datasets, threshold-dependent metrics
such as Accuracy and F1 are sensitive to threshold selection.
We therefore treat the Area Under the Receiver Operating
Characteristic (AUROC) and Average Precision (AP) as the
primary ranking metrics, as they evaluate separation quality
across all thresholds. Consistent with the F1-scores, the AT
also achieves excellent ranking performance on BCCC-CIC-
IDS-2017 (AUROC 0.97, AP = 0.97), supporting the
conclusion that it separates benign from malicious flows ro-
bustly across thresholds. The thresholds used for Table I were
selected via the model’s built-in anomaly ratio hyperparameter
(set to the dataset’s empirical anomaly rate), avoiding manual
post-hoc tuning.

119

(b) BCCC-CIC-IDS-2017

Model Accuracy Precision Recall F1 AUROC
AT 0.972 0.987 0.960 0973 0.970
TimesNet 0.859 0.955 0.772  0.854 0.919
Isolation Forest 0.565 0.552 0.992 0.709 -

Overall, Table I suggest that transformer-based anomaly de-
tection is not only consistently more accurate, but also opera-
tionally better to calibrate than the CNN-based and traditional
baselines: it reduces missed detections relative to TimesNet
while avoiding the excessive false-positives seen with Isolation
Forest.

In addition, we observed that (i) anomaly threshold selection
primarily trades precision against recall, (ii) windowing mat-
ters substantially — larger windows with ~20% overlap bene-
fit the AT, (iii) smaller Gaussian prior kernels tend to improve
recall, and (iv) the AT reaches useful precision early in training
(precision >0.85 after one epoch), whereas TimesNet incurs
noticeably higher training and inference latency.

B. Explainability Analysis

Beyond detection accuracy, the AT’s architecture offers multi-
ple avenues for explaining its decisions. The following analysis
(on the primary BCCC-CIC-IDS-2017 dataset) systematically
compares intrinsic and post-hoc explanations to assess their
complementarity for root-cause resolution.

1) Prior Association Analysis: The prior association mech-
anism (Eq. 2) reveals distinct patterns for anomalous versus
benign windows, visualized in Fig. 2a and 2b. For windows
containing anomalies, the Gaussian prior exhibits character-
istic narrowing (lower o values) at anomalous time steps,
indicating concentrated local associations. In contrast, benign
windows maintain relatively uniform prior associations across
all time steps. The predominantly diagonal structure of the
prior association heatmap reflects the Gaussian kernel’s built
in locality bias: the prior association concentrates weight
on temporally adjacent steps. This locality is precisely the
intended property that makes the prior association useful for
anomaly localization—anomalies produce a sharper diagonal
peak (lower o) compared to normal points, which distribute
weight more broadly.

For attention heads, we observe that generally half the heads
in each layer clearly exhibit prior peaks at anomalous events,
suggesting head specialization in the learned representations.
The 1D o-curves provide a concise diagnostic. A noticeable
decrease in o at specific time steps reliably indicates anomaly
candidates.

2) Attention Map Interpretation: Self-attention maps (Eq. 3)
provide complementary temporal insights, as shown in Fig. 3.
For anomalous windows, row-wise interpretation shows that
key weights from earlier time steps contribute to triggering
the anomalous event, the model learns temporal precursors.
Column-wise analysis indicates that most queries induce high
responses at anomalous time steps, manifesting as vertical
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Fig. 2: Prior association visualizations (association heatmap 2a
and corresponding o curve 2b) for an anomaly located at time
step 13 in a window.
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(a) Prior association heatmap (of attention head 3). The diagonal
clearly exhibits a prior peak at the anomalous event.
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(b) 1D o-curve of the prior association discrepancy corresponding to
Fig. 2a. There is a noticeable decrease in o at the anomalous event,
corresponding to a peak in the Gaussian (becoming narrower).

bright stripes in the attention matrix. For benign windows,
attention patterns are more diffuse, with no single time step
attracting disproportionate attention. This contrast enables
visual discrimination between normal and anomalous model
behaviour.

3) Feature Attribution Comparison: We computed fea-
ture attributions using both intrinsic attention weighting
(Eq. 4; in Fig. 4a) and KernelSHAP (Eq. 5; in Fig. 4b)
for representative anomalous windows. Intrinsic attribu-
tions at anomalous time steps highlight features such as
fwd_packets_rate, avg_fwd_packets_per_bulk,
avg_fwd_bulk_rate, and packets_rate. At non-
anomalous time steps within the same window, differ-
ent features dominate, such as flag counts and header
byte statistics. SHAP attributions reveal a distinct feature
set. Top contributors include fwd_packets_IAT_std,
*x_syn_flag_counts, and total_payload_bytes.
SHAP emphasizes packet statistics and flag families (inter-
arrival statistics, counts, rate metrics), whereas intrinsic attri-
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Fig. 3: Attention map (key vs. query of attention head 3)
for an anomaly located at time step 13 in the window (same
anomaly as in Fig. 2a and 2b). Row-wise attention weights
indicate temporal precursors leading to the anomaly, whereas
column-wise weights reflect its salience across queries.

Fig. 4: Feature attributions evaluated through attention
weights 4a and KernelSHAP 4b.
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(b) KernelSHAP feature attribution.
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butions more frequently elevate payload/header size variables.

Regarding the complementarity of the explanation modalities

discussed above, a critical finding is the minimal overlap be-

tween intrinsic and SHAP feature attributions. This divergence
is expected given their different targets and assumptions:

o SHAP decomposes the final score f(x) relative to a benign
baseline and counterfactual coalitions, answering: “Which
features, if absent, would most reduce the anomaly score?”

« Intrinsic attributions trace representation salience inside
the anomaly-attention mechanism, answering: “Where did
the model look to form associations?”

This complementarity has important practical implications.
Prior associations and time-wise SHAP identify when in the
window the score was elevated, aligning well with ground-
truth anomaly locations. Feature-wise SHAP identifies which
raw inputs pushed the score, useful for understanding attack
signatures. Intrinsic attention clarifies how the model reasoned,
revealing learned temporal dependencies and precursor pat-
terns.

Relying on a single explanation modality is therefore insuffi-

cient. We recommend a multifaceted approach combining both

perspectives. Intrinsic explanations for model validation, and
temporal reasoning, and SHAP for feature-level audit trails
aligned with domain expertise.

VI. CONCLUSION

This article presented an empirical evaluation of the Anomaly
Transformer for network intrusion detection, with a focus on
dual-track explainability.

On the BCCC-CIC-IDS-2017 benchmark, the model achieves
state-of-the-art detection performance (F1 = 0.97, AUROC =
0.97), outperforming CNN-based and traditional baselines.
More importantly, our systematic comparison of intrinsic
(prior association, attention maps) and post-hoc (KernelSHAP)
explanations reveals strong complementarity: intrinsic mecha-
nisms excel at temporal localization, while SHAP provides
feature-level attribution aligned with attack signatures. No
single modality is sufficient; security analysts benefit from a
multifaceted approach for operational IDS deployments, where
intrinsic explanations support model validation and SHAP
supports offline forensic audit trails. This is essential for
building trust, supporting compliance, and enabling effective
human-AlI collaboration in cybersecurity operations.
Limitations and Future Work: Extending the framework to
GNN-based IDS, incorporating quantitative XAI evaluation
metrics (fidelity, stability), exploring lightweight SHAP ap-
proximations for near-real-time use, and validating robustness
under adversarial conditions are natural next steps.
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